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The downturn

Challenge




Major drivers of change

« Social environment (demographics,
attitudes, cultures)

« Business environment (activities,
operations, markets)

e Economic environment (credit
crunch, realignment of world
economy, rise of China)

* Global environment (global
warming, interconnectivity,
competition for resources)

* Technological environment (cloud
computing, nanotechnology,
pervasiveness)
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Possible future threats
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It's a new world...
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The cloud

Solution?




What is cloud computing?

The development and provision of
computer services and resources
across networks such as the
Internet

Characterised by customers not
having control or detailed knowledge
of the technology or resources that
provide the services or resource —
they purchase service outputs rather
than inputs.
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Characteristics of clouds

Service providers operate in the cloud You can't see what's
(eg cloud seeding to produce rain) You in the cloud
receive the service, but may not know

how (or from where) it's provided

Cloud computing is not for
everyone — some people
need more transparency

(eg pilots)

The cloud provides services:
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Characteristics of cloud computing

Service providers operate in the cloud You (probably) can't
(eg cloud email providers). see what'’s in the cloud
You receive the service, but may not

know how (or from where) it's provided

Cloud computing is not for
everyone — some people
need more transparency
(eg financial services,
healthcare)

The cloud provides services: :

Software Storage Infrastructure Platform
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Cloud computing exists at many levels

* Clients — Web browsers, thin clients, mobile Clients
phones (eg iPhone, Google Android)
« Services — Open ID, Google maps, Paypal Services
* Applications — Facebook, salesforce.com CRM . :
| Application
« Platforms — Force.com, Microsoft Azure, Web
app frameworks (eg Ruby on Rails, Ajaz) Platform
« Storage — Amazon Simple Storage, Microsoft
Skydrive, Google big table datastore Storage
* Infrastructure — Virtualisation and Grid computing £
(Sun Grids, GoGrid) Intrastructure
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Issues

* Managing access to your
information

* Lack of transparency
* Operational incidents
« Suspicious activity

* Supplier viability (short and long
term)

 The Gaps
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Final thoughts...

* The downturn will impact information security

- Whether through reduced headcount, investment or even innovation
« QOrganisations are looking to save costs

- IT and related fields will have to take their share
* New (or re-packaged) technologies will be examined and adopted

- Especially those that offer reduced investment, reduced through-life costs
and value-add services

- Cloud computing may be one such technology
* Understand the risks
- Whether it's downturn or cloud computing

- Prepare to manage your risks and those of the future
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How the ISF can help —

material

Managing Security in a Downturn
Economy

Profit Driven Attacks
Insider Threats
Threat Horizon 2010

Effective approaches to managing a
security function

Information security strategy
Examining the needs of CISO

RISE: role of information security in the
enterprise

The Insider view
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Questions?

Adrian Davis

Senior Research Consultant

Tel: +44 (0)207 213 3372

E-mail: adrian.davis@securityforum.org
Web: www.securityforum.org

Social: www.linkedin.com/in/adriandaviscitp
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